IMamsaTka
0 Mepax 0e30macHOCTH B chepe MHPOPMAUOHHOM 0€30MACHOCTH

KuOepnpecrynjieHust — TNpecTYIUIEHUs], CBS3aHHBIE C MCIIOJIb30BAHHEM
KOMIIBIOTEPHOM TEXHUKH (IIPECTYIICHUS TPOTUB UH(POPMALIMOHHON 0€3011aCHOCTH,
XUIICHUS IyTEM HCIIOIb30BAHUS CPEACTB KOMIIBIOTEPHOM TEXHHUKH, HIAHTAX,
BBIMOTATeNIbCTBO, HW3TOTOBJICHHE M  PACIpPOCTpaHEHHE MOPHOTpaPUUECKUX
MaTepHayoB U T.1.).

Kak o6e3onmacurthb cedsi B MHTepHeTe:

1. Ilpunymaiite CIIOXKHBIE TAPOJIU JOCTYTIA

[Taposib, KOTOpBIM COCTOUT M3 OYKB pPa3HOro peructpa (CTpO4YHbIE H
3aryiaBHbIE), Pa3HBIX SA3BIKOB, HUGP U Mp., CIOXKHEe B3iaoMarh. He nuiHum Oyner
TaK)K€ YCTaHABJIMBATh Pa3HbIC MAPOJIU ISl pa3HbIX AKKAyHTOB.

2. He 3axoauTe Ha HEU3BECTHBIE WM MAJIO3HAKOMBIE CANTHI.

3. He orkpeiBaiiTe nucbMa, KOTOpblE NPULUIM C HE3HAKOMOTO WIIU
nono3purensHoro e-mail. Cpasy oTmpapisiiTe Takue nucbMma B cnaMm. Ecnu Tak
BBIIIIIO, YTO IUCBMO OTKPBUIN, HE IEPEXOAMTE IO CChUIKaM U3 HETO, HE OTKPBIBANTE
IPUKPEIUICHHBIE JOKYMEHTBL. EcCiau K€ NOM03pUTENBHOE MHCbMO MPHUIIO OT
BaILIEr0 3HAKOMOT0 - 00513aTE€IbHO CBSKUTECH C HUM JIJIs1 YTOUHEHUS MH(OopManuu.

4. Ilepen ckauuBaHueM (ailyioB, HporpaMMm yOEeIHTECh, YTO OHHU HE
BPEJIOHOCHBI.

5. PerynsipHo OOHOBIISIIITE aHTUBUPYCHYIO ITPOTpamMmy.

6. KpuTudyeckn OTHOCHUTECh K MPEMAJIOKEHHUSIM COBEPIIUTH MpPenoIiaTy
Kakoro-mbo ToBapa (yCayru) NyTeM IMEpPEUUCIICHUS JIEHET Ha BUPTYaJbHbBIN
KOLIEJIEK WIM Ha KapTy 4acTHOro Jmna. llepex coBepiieHHEM IOKYIIKM CTOUT
MPOBEPUTH HH(POPMAIIUIO O TIPOJIABIIC, MOYUTATh OT3BIBBI Ha caiite. Eciiu Ha caiiTe
HE yKa3aH KaKk MHUHMMYM aJIpec NMpoJiaBlia M KOHTAKTHBIM TeJIePOH - 3TO MOBOJ
3alyMaTbCs, MOKHO JIM JIOBEPATh TAKOMY MPOABILY.

7. Hukorna, HUKOMYy M HM NpU KaKUX OOCTOSITENBCTBAX HE COOOILATh
PEKBU3UTHI CBOMX OaHKOBCKHMX CUETOB M OAHKOBCKHX KapT, B TOM UHCJE JIMLAM,
pEeICTaBUBLIMMCS COTPYAHUKAMHU OaHKa WU MPAaBOOXPAHUTEIBHBIX OPTaHOB, IPU
OTCYTCTBUHU BO3MOKHOCTH JJOCTOBEPHO YOEIUTHCA, YTO 3TH JIFOAU T€, 32 KOTr0 ce0st
BBIJAIOT.

B cnydae mocTymiieHHs 3BOHKa «OT COTpPYAHHMKA OaHKa» HEOO0XOIUMO
YTOYHUTH €ro (aMuinio, Homep TeledoHa, Mocie Yero 3aBepUIuTh Pa3roBOp U
CaMUM MTO3BOHUTH B OaHK.

Heob6xoaumo npuHuMaTh BO BHUMAaHHE, YTO PEAIbHOMY COTPYIHUKY OaHKa
U3BECTHA cienyromas uHpopMmanus: (aMuins aepkarens KapThl, NacHOpPTHHIE
JaHHbIE, KaKKue KapTbl OPOPMIIEHBI, OCTATOK Ha CUETe.

He cnemyer coobmare B TenepOHHBIX pa3roBopax (Iake COTPYIAHHUKY
0aHKa), a TaKKe MOCPENCTBOM OOLICHHS B COIMAIBHBIX CETSAX: IMOJIHBIM HOMEp
KapTO4KH, cpok ee aeiictBus, kog CVC/CVV (naxonsiuecs Ha 00paTHON CTOPOHE
KapThl), JIOTUH W Mapojb K MHTEPHET-OAHKUHTY, MACIOPTHBIE aHHBIE, KOJOBOE
cioBo (uudpoBoit koa) uz SMS-cooO1eHui.



B caywsae ecnm «corpynHuk OaHKa» B pa3roBOpe COOOIIAET, 4YTO C
KapTOUYKOM MPOUCXOJAT HECAHKIMOHUPOBAHHBIE TPAH3aKIUU, HEOOXOIUMO
OTBEYaTh, YTO BbI MPUJETE B OAHK JIMYHO, — BCE MOJOOHBIE BOPOCHI HY>KHO PEIlIaTh
B OT/IeJICHUU 0aHKa, a He 1o TeaedoHy.

Obpamume enumanue!

CompyOHuKu OAHKOBCKUX YUPeHCOeHUll HUKO20Ad He UCHONb3YIOM OJIsl CE53U
¢ knuenmom meccenoxcepwl (Viber, Telegram, WhatsApp).

8. He cinenyet xpaHuth 6aHKOBCKUE KapThl, UX POTOrpaduu U peKBU3HUTHI B
MeCTax, KOTOPbIE MOTYT OBITh JOCTYITHBI IOCTOPOHHUM JIML[AM; 3TO K€ OTHOCHUTCS
K (hoTorpadusiM 1 UHBIM BHUIaM UHGOPMAITUU KOHPHUISHIIMATBHOTO XapaKTepa.

CTOnpoLEHTHOM 3allMTHI OT 3JI0YMBIIUIEHHUKOB Ha npocTopax MHTepHeTa
HeT.  OpHako,  TMONB3YSACh  BBIMICIEPEUYUCICHHBIMA  PEKOMEHAAIUSIMH,
BMEIIATEeILCTBO U3BHE B BAIllM JAHHBIE MOYKHO CBECTH K MUHUMYMY.

Ecnu evl 6ce-maxu cmanu scepmeoil KudepnpecmynHuka

B mepByro ouepenp cMEHUTE Mapojd AOCTYNa K B3JIOMaHHOM CTpaHMIE
(akkayHry). [lepeycTaHoBuTE aHTUBUPYCHYIO nporpammy. Eciu ectb nopo3penue,
4YTO MOUIEHHUKH MOJIyYMIIN JOCTYI K BallUM 0aHKOBCKUM KapTOYKaM, HEMEJJICHHO
CBSDKUTECH C 00CITYKMBAIOIUM OAHKOM Ui UX OJOKHPOBKH.

Kak M0oXHO ObpIcTpee HAIUIIKUTE 3asBJICHUE O COBEPIICHHOM B OTHOLIECHUU
Bac MpaBOHAPYILIEHUH. 3asBJICHUE MOKHO MOJIAaTh B OJIUH U3 OPraHOB YTOJIOBHOTO
IpECIIeIOBaHUs - B OpraH JO3HaHUs (HalpuMep, MWIHIIMIO), CIEIOBATEI0 WU
npokypopy (4. 1 cr. 172, m. 22 crt. 6 VIIK). BmecTte ¢ 3asBieHueM cienyet
COOOUINTH MAaKCUMYM UMeroIelcs nHpopmannu. Hanpumep:

1) caifT, Ha KOTOPOM MPOU3OILIN MOIIIECHHUYECKHUE JICUCTBUS,

2) nepenucka ¢ HapyuuTeIeM;

3) HOMep cYeTa WIM DJEKTPOHHOTO KOIIEIbKa, Ha KOTOPBIM ObLIN
NIEPEYUCIICHBI IEHbIH;

4) angpec 3NIEKTPOHHON MOYTHI 3J10YMBILUIEHHHKA, HOMEp TesieoHa U Jp.



